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WELCOME 

 

 
 
OVERVIEW  
 
ά! ǇƛŎǘǳǊŜ ƛǎ ǿƻǊǘƘ ŀ ǘƘƻǳǎŀƴŘ ǿƻǊŘǎέΦ ά{ŜŜƛƴƎ ƛǎ 
ōŜƭƛŜǾƛƴƎέΦ ¢ƘŜǎŜ ŀǊŜ ŀƎŜ ƻƭŘ ŀŘŀƎŜǎ ǘƘŀǘ ƘƻƭŘ ƎƻƻŘ 
even after years and will continue to do so till the 
end of time. However, to understand and 
ŀǇǇǊŜŎƛŀǘŜ ǘƘŜ ΨǇƛŎǘǳǊŜΩ ƻǊ ǘƻ ōŜƭƛŜǾŜ ǿƘŀǘ ȅƻǳ 
ΨǎŜŜΩΣ ȅƻǳ Ƴǳǎǘ ǎŜŜΗ Lƴ ǎƘƻǊǘΣ ǳƴƭŜǎǎ ƻƴŜ ΨǎŜŜǎΩ ǿƘŀǘ 
ǘƘŜ ŎŀƳŜǊŀǎ ΨǎŀǿΩ ŀǎ ŀ standard operating 
procedure, one will continue to remain in an 
ΨŀǎǎǳƳƛƴƎΩ ƳƻŘŜ ƛƴǎǘŜŀŘ ƻŦ ƛƴ ŀƴ ΨŀǎǎǳǊŜŘΩ ƳƻŘŜΦ 
 
Think of a film which only shows the mystery and 
ends there! To understand and appreciate the  

 
perspective, one must see the entire film. This then, 
as explained in detail ahead is the essence of COM-
{¦w ǘƘŀǘ ŜƴŎƻǳǊŀƎŜǎ ǘƘŜ ΨŀǳŘƛǘƛƴƎΩ ƻŦ ǘƘŜ ŜƴǘƛǊŜ 
ŘŀȅǎΩ //¢± ǾƛŘŜƻ ŦƻƻǘŀƎŜ Řŀƛƭȅ ŀǎ ƻǇǇƻǎŜŘ ǘƻ 
looking at the footage when something goes wrong, 
or when alerts (think of the pain of false positives) 
are raised by VA and AI systems. 
 
Despite trillions of hours of surveillance video that 
is recorded daily; crime, fraud, losses, process 
violations, health and safety issues, poor efficiency, 
wastage, traffic violations, etc., continue to occur; 
clearly indicating that CCTV still remains as fit and 
forget! 
 
Globally, the video surveillance industry missed out 
on addressing three key issues, which we have 
plugged very elegantly with COM-{¦wΣ ǘƘŜ ǿƻǊƭŘΩǎ 
only CCTV video footage auditing, smart backup, 
and standardized intelligent incident reporting 
software, the missing piece of CCTV, a complete 
ΨǿƻǊƪŦƭƻǿΩ. 
 
Just like Google was the missing piece of the 
internet, COM-SUR is the missing piece of CCTV. 
While COM-SUR helps every user of CCTV to 
achieve optimal outcomes; for the police, law 
enforcement agencies, and defense forces, it is an 
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exceptional investigative tool to efficiently work 
with videos, photos, and images. COM-SUR works 
with existing cameras and VMS, agnostic of 
type/brand. Its use cases range from an airport to a 
zoo (A to Z). Find more use cases here: 
 
https://www.comsur.biz/usecases.html 
 
RETAIL SECTOR 
 
ΨRetailΩ can be described as άthe sale of goods and 
services from a business to consumers for their own 
useέ. A retail transaction entails selling of small 
quantities of goods as opposed to wholesale which 
deals with selling of goods on a large scale.  
 
Retailers generally sell products in these main 
categories: (1) Food items (2) Hard or durable 
goods (furniture, cars, etc.) (3) Soft goods (clothing, 
footwear etc.) (4) Other goods such as books, 
musical instruments, art related goods etc. 
 
Depending on consumer behavior and marketing 
strategies, following types of retail establishments 
exist: 
 
1. Department stores ς these offer a wide range of 
products from different manufacturers. 
 
2. Specialty/Luxury stores ς these offer a specific 
product or a specific category/brand of products. 
 
3. Supermarkets ς these generally offer fast moving 
consumer goods (FMCG) such as food items, 
cosmetics, over the counter drugs, household 
items, and other consumables.  
 
4. Convenience stores ς these are usually located in 
residential areas/fuel stations, and offer a limited 
range of products at premium prices due to the 
added value of convenience.  
 
5. Hypermarkets or super stores ς these are bigger 
than supermarkets and offer products of several 
categories. 
 
6. Shopping centers/Malls ς these include all kinds 

of stores and hypermarkets.   
 
Retail is a profitable business, with low and 
moderate investments. In fact, the global retail 
market reached USD 23 trillion in value in 2020 and 
is expected to witness a healthy growth in the 
period of 2021-2026.  
 
https://www.expertmarketresearch.com/reports/re
tail-market            
 
SOME CHALLENGES 
 

Retail establishments face a plethora of security 

threats and issues such as shrink and theft at the 

point of sale, shoplifting, fraud, pilferage, customer 

issues, staff issues, and so on.    

 

Shrink and theft can be of various kinds such as 

taking cash from the register, too many invalid or 

voided transactions, or product slipping through 

the entrances or exits, which retail establishments 

are accustomed to facing. Also, there is the 

possibility of theft occurring after business hours 

when no one is present. Further, theft committed 

by the employees themselves are often more 

difficult to handle because of employees' 

unrestricted access to inventory and various 

opportunities to commit the act. 

 

Besides the above issues, retail establishments also 

have to face the issue of liability claims arising due 

to slip and fall incidents, as well as customer 

disputes.   

 

Part of the solution therefore is for stakeholders to 

take all possible measures themselves to enhance 

their own safety, keeping costs and complexities of 

technology in mind. 

 

When it comes to serious incidents like terror 

attacks, it is imperative to understand that every  

attack cycle usually follows the same general steps.  

All perpetrators, whether they are stalkers, thieves,  
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lone wolves, or terrorists, carry out pre-operational 

surveillance (recces) of the target area.  

 

Again, it is quite clear that irrespective of the 

physical security measures that may be deployed at 

a retail establishment, they are far less likely to be 

effective if a potential perpetrator feels 'free' to 

carry out recces with ease and is able to observe 

and map the on-site physical security measures. 

The more at ease perpetrators feel as they set 

about studying the physical security systems and 

procedures, the odds of defeating or bypassing 

these systems become even higher.  

 

It has been concurred by security experts that  

pre-operational surveillance is the phase when 

someone with ulterior motives is most likely to be 

detected, thereby preventing an incident.   

 

COVID-19 PANDEMIC 

 

The global pandemic in 2020 has severely impacted 

retail operations worldwide. In fact, government 

restrictions/lockdowns led to a huge slowdown in 

retail business. Retailers of essential items such as 

food and daily necessities continued their 

operations while retailers of items deemed non-

essential such as luxury items, home appliances, 

etc. faced severe losses. Several retailers had to 

move their store operations online in the wake of 

COVID-19 restrictions on operating their physical 

stores.  

 

Further, the pandemic also saw a spurt in crimes 

and aggressive customer behaviour in the retail 

sector. Several factors have contributed to this 

which include panic-buying by customers, busy staff 

replenishing shelves, and other distractions which 

made it easy for perpetrators to avoid detection. 

 

Authorities/industry bodies have issued several 

advisories on how retail establishments should 

adhere to standard guidelines like physical 

distancing, sanitization, encouraging the use of 

masks etc. in order to prevent the spread of the 

virus.   

 

While various bodies have issued guidelines with 

respect to maintaining hygiene, cleaning and 

sanitation, social distancing, etc., the million-dollar 

question is, "how will one be sure that guidelines 

are being followed all the time?" 

 

While AI solutions can help to an extent,  

COVID-19 compliances go way beyond masks and 

social distancing. One of the solutions to ensure 

compliance in every area (for which AI/VA cannot 

be programmed or become unaffordable), is for 

users to audit their CCTV footage as a standard 

operating procedure. Auditing the footage will help 

them to discover non-compliance, as well as several 

unknown, hidden, and unexpected issues; thereby 

allowing for quicker corrective and preventive 

action. 

 

USE OF VIDEO SURVEILLANCE AT RETAIL 

ESTABLISHMENTS 

 

Usually most retail establishments have video 

surveillance covering the following areas: 

¶ Entrances and exits   

¶ Sales floor 

¶ Individual aisles for specific category of goods 

¶ Point of sale areas 

¶ Storage rooms and supply areas 

¶ Parking areas (in case of hypermarkets and 

malls) 

¶ Other areas deemed important 

Retail establishments across the world generally 

need to review and analyze recorded CCTV video 

footage from time to time in order to track possible 

offenders as well as reconstruct the chain of events 

that lead to a particular incident/accident/customer 

dispute. In some cases, the recorded CCTV video 

footage is also used for the purposes of training 

/onboarding employees on the in-store behavior of 

customers.   
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Further, depending on the size of the retail 

establishment, there can be hundreds of CCTV 

cameras installed in the premises. In case of some 

large retail establishments like malls, there is a 

dedicated control room with operators, set up for 

live monitoring of CCTV cameras. However, live 

monitoring comes with its own set of challenges of 

video blindness, poor attention span, boredom, 

operator bias, false alerts, and so on.  

 

Remote video auditing 

 

Some retail establishments have begun to deploy 

third-party services of Remote Video Auditing (RVA) 

primarily for monitoring employee, customer, and 

supplier activities that impact customer satisfaction, 

operating efficiency, and profitability. This entails 

placement of cameras at relevant areas of the retail 

ŜǎǘŀōƭƛǎƘƳŜƴǘΩǎ ǇǊŜƳƛǎŜǎΦ ¢ƘƛǊŘ-party video 

auditors go through recorded video feeds, looking 

for key performance indicators (KPIs), and 

accordingly create reports based on their audit 

findings.  

 

These reports are presented to the management of  

the retail establishment for corrective and 

preventive action. It has been found that such 

video-based operational audits have helped many 

retail establishments increase return on investment 

(RoI) and boost sales, revenues, and profit by 

ŦƛƴŘƛƴƎ ǘƘŜŦǘ ŀƴŘ ŦǊŀǳŘ ǘƘŜȅ ŘƛŘƴΩǘ ƪƴƻǿ 

existed/went unreported. 

 

Body worn cameras 

 

In the wake of recent reported incidents of 

violence, abuse, and customer disputes, several 

retail establishments have equipped their staff with 

body worn cameras to record such happenings and 

bring them to the notice of the concerned 

authorities.   

 

Moreover, these cameras continuously capture and 

record humungous amounts of video data.  

It therefore becomes a daunting task for the 

operators to review and analyze this data whenever 

the need arises.  

 

Thus, it may be noted that benefits from video 

surveillance systems can accrue only when they are 

used optimally, suggestions for which are 

enumerated further on, in this document.   

 

ANALYZING VIDEO/IMAGES 

 

It goes without saying that in order to analyze video 

and/or images, users need to take the assistance of 

ŀ ΨƳŜŘƛŀΩ ǇƭŀȅŜǊΦ ²ƘƛƭŜ ǘƘŜǊŜ ŀǊŜ Ƴŀƴȅ ǇƻǇǳƭŀǊ 

media players, none of them come with the 

features that are offered by COM-{¦wΩǎ ΨǊŜǎǳƭǘǎ 

ŘƛŀƭƻƎ ōƻȄΩΣ ǿƘƛŎƘ ǿŜ ƭƛƪŜ ǘƻ ǊŜŦŜǊ ǘƻ ŀǎ ŀ ΨǎƳŀǊǘΩ 

media player. While there are some specialised 

artificial intelligence/machine learning software 

that automate specific requirements, or specialised 

drone viewing software, they do not offer holistic 

features that COM-SUR does, in terms of making it 

easy, efficient, and standardized for stakeholders to 

(1) Analyze the footage minutely (2) Reduce data 

size and create institutional libraries of important 

findings (3) Report efficiently in popular formats like 

PowerPoint, Word, PDF, and Excel. 

 

COM-{¦wΩ{ Ψ{a!w¢Ω a95L! t[!¸9w 

 

COM-SUR captures images from live or recorded 

video feed at intervals as desired by the user. 

Images captured by COM-SUR are presented in its 

ΨǊŜǎǳƭǘǎ ŘƛŀƭƻƎ ōƻȄΩΣ ƻǊ ǿƘŀǘ ǿŜ ƭƛƪŜ ǘƻ ǊŜfer to as 

COM-{¦wϥǎ ϥǎƳŀǊǘΩ ƳŜŘƛŀ ǇƭŀȅŜǊΦ ¢Ƙƛǎ ŘƛŀƭƻƎ ōƻȄ 

offers exceptional ease of working with the images, 

including offering forensic filters and false colors (a 

forensic expert can choose a color of his/her choice 

from a false color wheel). These assist the user in 

easier isolation and discovery. Features like 

flagging, tagging, creating a case folder, one-click 

convert to PowerPoint, ease of sharing etc. make 

the process easy and complete the logical next 

steps. It would not be out of place to mention here 
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that the tagging feature creates an exceptional 

institutional library/memory that can be referred to 

after years, at the click of a button. 

 

Here are two screenshots of COM-{¦wΩǎ ΨǎƳŀǊǘΩ 

media player: 

 

 

 

HOW COM-SUR COMPLEMENTS (IMINT) IMAGERY 

INTELLIGENCE INITIATIVES 

 

If you would like to read more about this, click the 

link below: 

 

http://comsur.biz/How_COM-

SUR_complements_IMINT_(Imagery_Intelligence)_i

nitiatives_-_Template_no._5.32.pdf 

 

 

COMPLIANCE - GENERAL 

 

Conformity or compliance in any organization 

means adherence to laws and/or rules and 

regulations, various standards, as well as data 

storage and security requirements as laid down by 

government bodies, governing bodies of the 

respective industry, or the management of the 

organization. When an organization complies with 

the requirements mandated by government and/or 

governing bodies, then it is ǘŜǊƳŜŘ ŀǎ ΨǊŜƎǳƭŀǘƻǊȅ 
ŎƻƳǇƭƛŀƴŎŜΩ ǿƘƛŎƘ ŜƴŀōƭŜǎ ǘƘŜ organization to run 

in a legal and safe manner.  

 

Every organization needs to adhere to the 

respective compliance requirements as per its 

respective industry vertical. For example, a pharma 

company must adhere to strict compliance rules 

related to drug manufacturing and packaging, while 

an oil and gas company must adhere to strict 

compliance rules related to workplace health and 

safety issues.  

 

Non-compliance can result in huge penalties, legal 

liabilities as well, and in some cases, ceasing of 

operations. 

 

COMPLIANCE - AUDITS 

 

In order to avoid the potential consequences of 

non-compliance, several organizations carry out 

compliance audits on a regular basis. Basically,  

a compliance audit examines how well an 

organization adheres to compliance requirements. 

Further, in case of some verticals, since rules, 

regulations and guidelines keep changing and 

evolving, regular compliance audits help the 

organization to stay in track with the same.       

 

Several organizations use video surveillance to 

monitor compliance issues. Video surveillance 

allows an organization to monitor its staff and 

operations on a daily basis to check whether all the  

COM-{¦wΩ{ Chw9b{L/ CL[¢9w{  

MAKE VIDEO CONTENT ANALYSIS VERY EFFECTIVE 
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requisite compliance requirements are being 

adhered to.  

 
Generally, organizations monitor CCTV cameras live, 

from a dedicated control room manned by CCTV 

operators. However, live monitoring comes with its 

own set of challenges of video blindness, poor 

attention span, boredom, operator bias, false alerts, 

and so on. Also, some organizations employ 

technologies such as artificial intelligence and 

machine learning to monitor compliance issues. 

Besides the fact that such technologies come with  

lots of baggage, they are able to detect only those 

issues that they have been programmed for. What 

about the rest? Again, since many organizations 

could witness a flurry of activities and footfalls 

throughout the day, experts have concurred that 

the AI/ML algorithm may deliver several false 

positives, thereby increasing the burden of the 

operators. 

  

Furthermore, organizations need to audit recorded 

CCTV video footage from time to time for 

investigating as well as preventing compliance 

issues. Some organizations like banks need to store 

the CCTV video footage for a long duration of time 

as per requirements laid down by law.  

 
Auditing CCTV on a daily basis provides rich 

actionable insights on the level of compliance 

within the organization, based on which quicker 

corrective and preventive measures can be 

undertaken. 

 

AUTOMATED SOFTWARE ς WHY THEY WILL NOT 

WORK IN ISOLATION      

 

In the wake of the Christchurch shooting incident, 

several high-profile places of worship considered 

deploying gun detection technology. This 

technology scans the live video feed of CCTV 

ŎŀƳŜǊŀǎ ŀƴŘ ŘŜǘŜŎǘǎ ǿƘŜǘƘŜǊ ǎƻƳŜƻƴŜ Ƙŀǎ ΨǇǳƭƭŜŘΩ 

out a gun, and if so, it raises an alert. Gun detection  

and other such technologies may sound hi-tech and 

fancy, but what if the perpetrator does not expose 

the gun at all, i.e., what if he/she shoots from within 

a long coat, or uses a weapon that the technology 

cannot recognize? And even if everything works, 

with the quickest of alerts, the perpetrator will still 

be able to create the intended damage, since it 

takes only a few seconds to fire a weapon.  

 

Several retail establishments have also begun to 

employ automated systems like video analytics 

which detect motion, object and perimeter 

detection, face recognition, artificial intelligence, 

machine learning and so on. However, experts have 

expressed concerns about the efficacies of these 

systems since any automated system can detect 

only what it has been programmed for. What about 

the rest? Also, the permutation combinations of 

exceptions can be so vast and varied that it is both 

highly improbable and impossible to automate 

every kind of exception, including the unexpected 

ones.  

 

Further, these automated systems tend to trigger 

false alarms thereby increasing the burden of 

operators. Moreover, some retail establishments 

like malls span large areas and experience high 

footfalls daily. In this scenario, experts have stated 

that it would be next to impossible for an AI 

algorithm to determine what is an intrusion, as 

opposed to a nuisance alarm or a non-alarm. 

 

Moreover, technologies like face recognition raise 

many ethical and privacy concerns. As a matter of 

fact, there have been several cases of facial 

recognition systems failing to deliver the required 

results. Notable among these cases is a 2019 study 

by the US National Institute of Standards and 

Technology which found that facial recognition 

systems can produce wildly 'inaccurate results', 

especially for Asian and African Americans.  

Further, several tools/techniques are now being 

invented to demonstrate how to bypass/defeat 

facial recognition systems.    
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Thus, in conclusion, while there is no doubt that 

automated technologies will continue to grow and 

mature in the future, due thought must be given to 

the fact that the human angle can never be taken 

away. Even to verify whether the alerts raised by 

such technologies are genuine or false, human 

intervention will still be needed. In fact, industry 

majors like IBM have concurred that when AI works 

in tandem with HI (Human Intelligence), what you 

get is Augmented Intelligence. 

 

SOME NOTABLE ADVISORIES 

/GUIDELINES/RESEARCH FINDINGS 

 

CCTV, Alarms, and Security Training ς a report by the 

Loss Prevention Magazine (2020) 

 

Here are some relevant excerpts from the above 

report (see link at the end of these observations): 

 

Page 3: 

άΧIŜǊŜ ŀǊŜ ŎƻƳƳƻƴ ŎƻƴŎƭǳǎƛƻƴǎ ŦǊƻƳ ǊŜǎŜŀǊŎƘ 

conducted into the effectiveness of CCTV in 

retail environments: 

 

- CCTV schemes need clear objectives. The 

ǇŜǊǾŀǎƛǾŜ ŀǘǘƛǘǳŘŜ ǘƘŀǘ //¢± Ψƛǎ ŀ ƎƻƻŘ ǘƘƛƴƎΩ Ŏŀƴ 

reduce critical thinking surrounding its deployment. 

{ƻΣ ǘƻƻΣ Ŏŀƴ ǘƘŜ ŦŜŜƭƛƴƎ ǘƘŀǘ ΨǿŜ ƴŜŜŘ CCTV because 

ŜǾŜǊȅƻƴŜ ŜƭǎŜ Ƙŀǎ ƛǘΦΩ 

 

- CCTV deployments need an active, competent 

project manager. Without technical expertise  

in-house, users are too easily swayed by sales 

pitches and make it likely an organization will invest 

more than they need in systems that are a poor fit 

for the operation. 

 

- There has to be a structured, comprehensive plan 

to accompany the positioning and objective for 

each camera in the system and how these will be 

fulfilled. In the absence of a formal planning 

process, systems rarely have cameras that provide 

their maximum potential benefit. Planning failures 

also lead to technical troubles, such as cameras that 

have trouble in different lighting situations. 

 

- CCTV strategy should be designed in combination 

with other crime prevention measures that will 

support it. CCTV operates most effectively in 

conjunction with other crime-reduction measures. 

Unfortunately, in many deployments, the way in  

which CCTV is integrated with other security 

measures is insufficiently thought through, which 

ƭŜŀŘǎ ǘƻ ǇƻƻǊ ƻǾŜǊŀƭƭ ǊŜǎǳƭǘǎΧέ 

       

     Pages 4 and 5: 

      άΧ¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ ŀƭǘƘƻǳƎƘ ŎƻƳƳŜǊŎƛŀƭ ǾƛŘŜƻ 

management platforms do a good job of organizing 

and identifying video, they sometimes do a poor job 

of helping users manage incidents for which 

companies need to maintain video. Many systems 

approach it like, iǘΩǎ ȅƻǳǊ ƛƴŎƛŘŜƴǘΣ ƛǘΩǎ ȅƻǳǊǎ 

ǘƻ ƳŀƴŀƎŜΦέ 

 

Without proper software prompts, some retail 

Security operations may do an incomplete job of 

managing incident footage. They may have no way 

of validating the chain of custody of video, audio, or 

still images and lack a structured process for 

determining how long to keep files, where to keep 

them, or what level of backup is required based on 

the severity of the incident. 

 

When developing a CCTV system, retailers need 

to be as careful planning video incident storage as 

surveillance coverage. When looking for a video 

management solution, executivesτin addition to 

considerations about live video management τ 

need to look for how incidents are treated. 

 

- Systems should be open so that all types of 

evidence can be collectively managed (still 

pictures, audio clips, incident report, etc.). 
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- Systems should authenticate clips, maintain an 

audit trail, and validate that a clip transferred from 

one location to another is unaltered. 

 

- You should be able to create a protocol for 

keeping and backing up clips based on type of 

incident (suspicious, criminal, or legal, 

 ŦƻǊ ŜȄŀƳǇƭŜύ Χέ 
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άΧ±ƛŘŜƻ Ƙŀǎ ǘǊŀŘƛǘƛƻƴŀƭƭȅ ōŜŜƴ ǎŜŜƴ ŀǎ Ƨǳǎǘ ŀ ǇƛŜŎŜ 

of equipment for the stores, heavily reliant on 

available resources to either monitor live footage in 

dark rooms in the backs of stores or to manually 

review huge quantities of footage to build a case or 

identify incidents. This has limited its value and 

relevance to the broader organization beyond 

ƭƻǎǎ ǇǊŜǾŜƴǘƛƻƴΧέ 
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άΧ²ƘƛƭŜ ǘƘŜǎŜ ōƛƎ ŎƘŀƴƎŜǎτmoving video from 

being seen as just a uni-functional piece of store 

equipment to a technology with enormous 

potentialτare increasingly evident, it is not wholly 

clear that these new capabilities are being fully 

appreciated by either store staff or retail 

executives. 

 

As one loss prevention director recently shared, the 

video loss prevention technology now available to 

stores is, in car terms, like a Ferrari, yet we are 

asking it to be driven by novice drivers. It is not 

uncommon for retail security guards and store 

associates to use but a small fraction of the 

potential capability of the video systems installed. 

And, in the end, a system is reliant on those who 

have the time, skills, or inclination to use it. For 

example, video can be set up to deliver alerts via 

text message to security guards or other staff in the 

stores as and when high-theft items are selected 

from shelves. This is a terrific capability, one that 

can deliver the great customer service that thieves 

hate, but it is reliant on the response of the 

increasingly scarce and often under-trained security 

ƎǳŀǊŘ ƻǊ ǎǘƻǊŜ ŀǎǎƻŎƛŀǘŜΧέ 

 

άΦΦ ²ƛǘƘƻǳǘ ŘƻǳōǘΣ ŀ ōǊƻŀŘ ǊŀƴƎŜ ƻŦ ǎƪƛƭƭǎ ǿƛƭƭ ōŜ 

needed to manage video. For example, there will be 

a need for highly skilled individuals who know how 

to fully leverage video for monitoring purposes. 

There will be those that know how to organize and 

deliver an efficient and effective remote monitoring 

center, and there will be those who can sell and 

promote video as a capability to other functions in 

ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΧέ 
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άΧIn addition to its loss prevention uses, 

establishing a remote video surveillance capability 

enables cross-functional corporate executives to 

obtain real-time feedback on customer traffic, 

customer service execution, merchandising 

presentation, and in- and out-of-stock conditions. 

This extension of the use of remote video 

surveillance systems beyond LP adds significant 

value to the retail organization both in a functional 

as well as bottom-line basis. For example, retailers 

are using remote video to conduct ongoing audits 

that effectively help reduce shortage and increase 

sales, safety, and productivity. 

 

Negatives. While there are many positive aspects of 

remote monitoring, there are several issues to 

consider that can reduce the impact of this 

technology in the retail environment. 

 

- Remote video monitoring works most effectively 

for activity that is clearly discernible or detectable, 

versus fine or complex activities. It is also less 

effective when observed activities require 

immediate on-site response. 

 

- Remote monitoring can prove difficult in 

environments where existing camera angles  

ŎǊŜŀǘŜ ȊƻƴŜǎ ǿƘŜǊŜ ŀŎǘƛǾƛǘȅ ŎŀƴΩǘ ōŜ ƻōǎŜǊǾŜŘ ƻǊ  
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the environment is complex, requiring detailed 

firsthand knowledge. 

 

- Remote video monitoring can be fatiguing. 

Associates performing only remote video 

monitoring duties become increasingly less 

effective without regular breaks or additional work 

ŀǎǎƛƎƴƳŜƴǘǎ ǘƘŀǘ ŘƻƴΩǘ ǊŜǉǳƛǊŜ ǾƛŘŜƻ ƳƻƴƛǘƻǊƛƴƎΦ 

Care is needed when evaluating the costs of digital 

video for remote monitoring. 

 

- While digital recording systems are comparable in 

cost to tape recording systems, maintenance and 

storage costs can be higher, depending upon how 

maintenance is performed and the retention period 

ŦƻǊ ǘƘŜ ŘƛƎƛǘŀƭ ǊŜŎƻǊŘǎΧέ 
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Security Training 

 

Advancements made in loss prevention technology 

have provided tremendous support for the loss 

prevention industry. Innovations made in CCTV and 

alarm systems like those described earlier in this 

report have helped to help move the industry 

forward.  

 

Any experienced loss prevention executive can 

appreciate just how much change technology has 

brought to our profession. But advances in security 

technology have hardly diminished the importance 

of security personnel. They still comprise the bulk 

ƻŦ ŀ ǊŜǘŀƛƭŜǊΩǎ ǎǇŜƴŘƛƴƎ ƻƴ ǎŜŎǳǊƛǘȅΣ ǎƻ ǎǉǳŜŜȊƛƴƎ ŀǎ 

much productivity from them as possible is critical. 

Their action or inaction is still the primary cause of 

negligent security lawsuits. And regardless of 

ǘŜŎƘƴƻƭƻƎȅΩǎ ƛƳǇǊŜǎǎƛǾŜ ƴŜǿ ŎŀǇŀōƛƭƛǘƛŜǎ ŦƻǊ 

spotting event anomalies, security staff is still what 

companies rely on to respond to trouble and 

resolve problems. 

 

Security officers are no less important today; their 

value equation has simply shiftedτfrom mere 

deterrence to reacting, investigating, and managing 

incidents. So, despite new technologyτor, rather, 

because of itτLP executives need to pay close 

attention to the training their department provides 

to its human element. When viable loss prevention 

technology solutions are found, those solutions 

must be coupled with effective training programs to 

ensure that these tools successfully meet the needs 

ŀƴŘ ƻōƧŜŎǘƛǾŜǎ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΧέ 
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Systems Training 

 

Regardless of the sophistication of an electronic 

ǎŜŎǳǊƛǘȅ ǎȅǎǘŜƳΣ ƛǘ ǿƻƴΩǘ ǇǊŜǾŜƴǘ ƛƴŎƛŘŜƴǘǎ ǿƛǘƘƻǳǘ 

the appropriate response of those managing it.  

 

Just like technology, the human element of 

securityτwhich relates to decision making,  

common sense, and awarenessτmust be 

upgraded. 

 

This can only be effected through education, 

ǘǊŀƛƴƛƴƎΣ ŀƴŘ ŘǊƛƭƭƛƴƎ ƻŦ ǇŜǊǎƻƴƴŜƭΦ LǘΩǎ ƴƻǘ ǊŀǊŜ ŦƻǊ 

organizations to invest in million-dollar security 

equipment systems but fail to invest in educating 

personnel on how to use it or assessing whether 

everything possible has been done to prevent 

security staff from making mistakes regarding the 

ǳǎŜ ƻŦ ƛǘΧέ 

https://assets.losspreventionmedia.com/uploads/2

019/03/Retail-Security-Free-Special-Report.pdf 

 

Reviewing the use of video technologies in retailing - 

Research paper authored by Adrian Beck, Emeritus 

Professor, University of Leicester (UK), and 

commissioned by the ECR Retail Loss Group, an 

independent think-tank (published in June 2020) 

 

Here are some relevant excerpts from the above 

report (see link at the end of these observations): 
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Page 16: 

 

Undertaking Reviews 

 

While deterrence was a widely articulated passive 

use case for video systems in retailing, using them 

more actively to undertake reviews of recorded 

images was almost as prevalent in the companies 

taking part in this research. Globally, retailers are 

probably one of the largest non-governmental 

rƻǳǘƛƴŜ ŎƻƭƭŜŎǘƻǊǎ ƻŦ ǾƛŘŜƻ ƛƳŀƎŜǎΥ Ψ! ǎŜǾŜǊŀƭ 

hundred store chain with 10 lanes of checkout will 

probably have 1,000 years of video stored at any 

Ǉƻƛƴǘ ƛƴ ǘƛƳŜΗΩΦ ¢Ƙƛǎ ŜƴƻǊƳƻǳǎ ƭƛōǊŀǊȅ ƻŦ ƛƳŀƎŜǎ 

represents both a challenge and an opportunity to 

retailers ς a challenge in terms of how to retain and 

access this information, and an opportunity to 

review activities that may be of value to the 

business. 

 

It is important to recognize that this form of video 

review is not generally regarded as video analytics  

ς the selection of images to review is rarely 

automated or driven by algorithms but done simply 

by other data triggers or manual interventions. At 

the moment, most of this reviewing activity is 

focussed upon events that are, or may, pose a risk 

to a retail organization, and is therefore typically 

undertaken by loss prevention-focused staff. 

 

Most respondents to this research identified three 

main areas where post hoc review of video images 

was taking place on a regular basis: collecting 

evidence on persistent offenders; scrutinizing 

exception reports from PoS systems; and reviewing 

incidents relating to health and safety. In addition, 

several respondents also described some of the 

other ways in which they were using their video 

systems to review events and activities, but these 

were much less common and are therefore 

described together at the end of this section. 

 

Collating Evidence to Support Prosecutions and 

Alerting Store Teams 

For numerous retailers their post incident video 

reviewing process was focused upon trying to 

collate sufficient evidence on persistent offenders 

to facilitate either their prosecution by the criminal 

justice system or the imposition of company-

ǎǇŜŎƛŦƛŎ ōŀƴƴƛƴƎ ƻǊŘŜǊǎΥ Ψ²Ŝ ōǳƛƭŘ ŘƻǎǎƛŜǊǎ ƻƴ 

repeat offenders and then give them to the polƛŎŜΩΦ  

Others echoed this use and the value video images 

ōǊƻǳƎƘǘ ǘƻ ǘƘƛǎ ǿƻǊƪΥ Ψ²Ŝ ŎǊŜŀǘŜ ŀ ŦƻƭŘŜǊ ǿƛǘƘ ŀƭƭ 

the available evidence including CCTV and then give 

this to the police ς ǿƛǘƘƻǳǘ ǾƛŘŜƻ ǘƘŜȅ ǿƻƴΩǘ Řƻ 

ŀƴȅǘƘƛƴƎΩΦ 

 

For those retailers that had developed a centralized 

security hub, this was one of their core activities 

although for businesses with many physical stores, 

delivering this at scale was at best challenging.  

In addition to building evidence files on persistent 

offenders, some respondents used the review of 

shop theft incidents to alert store staff of potential 

criminal gangs that may be heading in their 

ŘƛǊŜŎǘƛƻƴΥ Ψ²Ŝ ǎŜƴŘ ǊŜǇƻǊǘǎ ƻǳǘ ǘƻ ǎǘƻǊŜǎ ǿŀǊƴƛƴƎ 

them of potential gangs in the area ς what they 

ƭƻƻƪ ƭƛƪŜ ŀƴŘ ǿƘŀǘ ǘƘŜȅ ƳƛƎƘǘ ǘŀǊƎŜǘΩΦ 
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άΧ{ŎǊǳǘƛƴƛȊƛƴƎ 9ȄŎŜǇǘƛƻƴ wŜǇƻǊǘǎ ƻƴ tƻ{ ŀƴŘ 

Refund Transactions  

 

A second area of video review related to assisting in 

the assessment of retail transactions deemed to be 

ΨǳƴǳǎǳŀƭΩ ƻǊ ŜȄŎŜǇǘƛƻƴŀƭΦ ¢Ƙƛǎ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ 

where video played a confirmatory role when 

connected with other systems, such as data mining 

software utilised to analyse PoS and Refund data: 

Ψ¢ƘŜ ώtƻ{ϐ Řŀǘŀ ƛǎ ŀƭǿŀȅǎ ǘƘŜ ƛƴǎǘƛƎŀǘƻǊ ŀƴŘ ǘƘŜ 

ǾƛŘŜƻ ǘƘŜ ǾŜǊƛŦƛŜǊΧέ 

 

bǳƳŜǊƻǳǎ ǎȅǎǘŜƳǎ ŜȄƛǎǘ ǘƘŀǘ ΨƳƛƴŜΩ tƻ{ Řŀǘŀ ŦƻǊ 

unusual or exceptional activity, such as staff 

members who perform well above the average 

number of refunds or voids or carry them out at 

unusual times such as when the store is officially 

closed to customers. It is then the task of loss 
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prevention investigators to determine the veracity 

όƻǊ ƴƻǘύ ƻŦ ǘƘŜǎŜ ΨŜȄŎŜǇǘƛƻƴŀƭΩ ǘǊŀƴǎŀŎǘƛƻƴǎ ŀƴŘΣ 

where appropriate, build a case to act against a 

member of staff deemed to be behaving 

inappropriately. Without the capability to review 

video images of these transactions and events,  

it would inevitably be a time-consuming and 

challenging process. 

 

Respondents using their video systems for this 

purpose highlighted the value and importance of 

having them synchronized with their PoS 

systems/Data Analytic software:  

 

Ψ²Ŝ ƘŀǾŜ ǘƘŜ //¢± ǎȅǎǘŜm connected to PoS ς  

we can review video at the same time as the 

transaction ς the key is having time synchronization 

between cameras and PoS system otherwise 

ǎŜŀǊŎƘƛƴƎ Ŏŀƴ ōŜ ǘƛƳŜ ŎƻƴǎǳƳƛƴƎΩΦ Χέ 

άΧ²ƘƛƭŜ ǎƻƳŜ ƘŀŘ ōŜƎǳƴ ǘƻ ƭƻƻƪ ŀǘ ǿŀȅǎ ƛƴ ǿƘƛŎƘ 

the video data could offer more of an analytic 

capability, especially when trying to identify 

fraudulent behavior amongst the very large volume 

of customer refunds most retailers have to deal 

with, none felt they had adequately addressed the 

high volume of false positives that are generated at 

ǘƘŜ ƳƻƳŜƴǘΧέ 
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Assessing Health and Safety Incidents 

 

Where the post hoc review of video images was 

deemed to be of particular value was in relation to 

ΨŀŎŎƛŘŜƴǘǎΩ ƻŎŎǳǊǊƛƴƎ ƛƴ ǊŜǘŀƛƭ ǇǊŜƳƛǎŜǎΣ ǎǳŎƘ ŀǎ 

customers and employees tripping and falling:  

ΨLŦ ǎƻƳŜōƻŘȅ Ƙŀǎ ŀƴ ŀŎŎƛŘŜƴǘΣ ǘƘŜǊŜ ǿƛƭƭ ōŜ ŀ ǊŜǾƛŜǿ 

and then if the injured person files a claim then the 

video ǿƻǳƭŘ ōŜ ǊŜǾƛŜǿŜŘΩΦ 5ŜǇŜƴŘƛƴƎ ǳǇƻƴ ǘƘŜ 

part of the world in which a business operates,  

this is probably one of the most expensive areas of 

liability a retailer faces on a regular basis. In the UK 

for example, over 11,000 retailer employees a year 

are involved in slips and trips resulting in a serious 

incident and it has been estimated that health and 

safety related incidents were costing in the region 

of £5.2 billion a year.  

 

While most health and safety incidents are 

probably genuine, respondents to this research 

highlighted the value video data can play in 

checking the veracity of any given claim: άIn a depot 

there have been 4 or 5 claims which have been 

proven to be false ς historically we would have just 

paid out to protect the brand but now there has 

been a cultural change as a consequence of putting 

in the camerasέ. 

 

CƻǊ ŜȄŀƳǇƭŜΥ Ψ!ŦǘŜǊ ǘƘŜ ŦƛǊǎǘ ȅŜŀǊ ώƻŦ ƛƴǎǘŀƭƭƛƴƎ ǘƘŜ 

video system] we had the same number of claims 

but we paid out 15 times more on the claims prior 

to putting those cameras in ς they [the cameras] 

literally paid for themselves within the 2nd 

ǉǳŀǊǘŜǊΩΤ ΨL ǊŜŎƪƻƴ ǿŜ ƘŀǾŜ ǎŀǾŜŘ ƻǾŜǊ ƘŀƭŦ ŀ Ƴƛƭƭƛƻƴ 

in false claims in the DC ς such as showing staff 

messing about on forklift trucks before they got 

ƛƴƧǳǊŜŘΧέ 

 

άΧ¢ǿƻ ǊŜǎǇƻƴŘŜƴǘǎ ŀƭǎƻ ƘƛƎƘƭƛƎƘǘŜŘ ŀ ǊŜƭŀǘŜŘ 

financial benefit of having a video system capable 

ƻŦ ŜŦŦŜŎǘƛǾŜƭȅ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ƭƛƳƛǘƛƴƎ ŀ ōǳǎƛƴŜǎǎŜǎΩ 

exposure to false claims, namely a reduction in the 

Ŏƻǎǘ ƻŦ ƛƴǎǳǊŀƴŎŜ ǇǊŜƳƛǳƳǎΥ Ψ!ǘ ǘƘŜ Ƴƻment we 

pay out on nearly 90% of claims against us due to 

ƴƻ //¢± Χ ǿŜ ōŜƭƛŜǾŜ ǿŜ Ŏŀƴ ǊŜŘǳŎŜ ƻǳǊ ƛƴǎǳǊŀƴŎŜ 

premium by 50% by showing them the processes 

ǿŜ ώƴƻǿϐ ƘŀǾŜ ƛƴ ǇƭŀŎŜΩΧέ 
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Other respondents also pointed to the way in which 

having incidents recorded reduced their liabilities 

through having the capacity to show due diligence 

ǿƘŜƴ ŀ ŎŀǎŜ ǿŜƴǘ ǘƻ ŎƻǳǊǘΥ Ψ²Ŝ ƘŀǾŜ ǎŜŜƴ ŎŜǊǘŀƛƴ 

types of claim ς mainly acts of violence ς reduced 

because we can now show due diligence on the 

part of the company in their efforts to try and 

ǇǊŜǾŜƴǘ ǘƘŜ ƛƴŎƛŘŜƴǘ ŦǊƻƳ ƻŎŎǳǊǊƛƴƎΩΦ CƛƴŀƭƭȅΣ ǘǿƻ 
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companies described how they used their video 

systems to proactively manage their exposure to 

the risks of health and safety claims. The first 

tasked SOC staff in quiet periods to carry out 

random spot checks on stores looking for breaches, 

such as blocked fire escapes. The second used their 

networked video system to prioritize training and 

maximize the use of limited resources:  

 

άhǳǊ ǎŀŦŜǘȅ ƳŀƴŀƎŜǊ ǿƛƭƭΣ ǊŀǘƘŜǊ ǘƘŀƴ ǘǊŀǾŜƭ ǘƻ ул 

stores and spend all his time behind a steering 

wheel, he will do a video audit to identify which 

stores he should go to and do training ς the video 

ƘŜƭǇǎ ǘƻ ŘŜŎƛŘŜ ǿƘŜǊŜ ǘƻ Ǝƻ ǘƻ ŦƛǊǎǘέΦ  

 

As with the other areas where video was being 

used to review incidents and events, there was a 

general lack of attention to try and accurately 

measure the financial value it was bringing to the 

business. 

 

Conducting Store Audits 

 

Some respondents shared how they used their 

video systems to remotely undertake routine store 

audits based upon recorded data. This was done 

primarily to give constructive feedback to a sample 

of stores, such as those that had recently opened or 

were experiencing unusual levels of loss.  

One respondent described their process:  

 

We do CCTV observations or snapshots ς take a 

period of time when a member of the team will 

take one hour to look at previously recorded 

information ς such as review engagement with 

customers at PoS, then share the results with the 

rest of the organization.  

 

Another described how they utilized this type of 

ŀǳŘƛǘ ǇǊƻŎŜǎǎ ǘƻΥ ΨΧ ŎǊŜŀǘŜ ŀƴ ƛƭƭǳǎƛƻƴ ƻŦ ŎŜƴǘǊŀƭƛȊŜŘ 

ǿŀǘŎƘƛƴƎ ŀƴŘ ŎƘŜŎƪƛƴƎΩΣ ƛƴ ŜŦŦŜŎǘ ǘǊȅ ǘƻ ƎŜƴŜǊŀǘŜ ŀ 

Foucauldian-style response in store managers (they 

are not sure whether they are being watched or not 

and so temper their behaviour accordingly). This is 

an interesting idea but again, almost impossible to 

measure its impact. 

 

Page 20: 

 

Assessing In-store Violent Incidents 

 

One respondent described how they used their 

recordings of in-store violent incidents to review 

how staff had responded to them, with a view to 

improving their employee training. In this respect,  

it was an interesting example of video review 

enabling the business to understand mistakes being 

made by their ǎǘŀŦŦΥ ΨǿŜ ŦƻǳƴŘ ǘƘŀǘ ƛƴ нп҈ ƻŦ 

ƛƴŎƛŘŜƴǘǎ ǎǘŀŦŦ ǿŜǊŜ άƻǾŜǊƭȅέ ƛƴǾƻƭǾŜŘΣ ƛƴ ƻǘƘŜǊ 

ǿƻǊŘǎ ƴƻǘ ŘƻƛƴƎ ǿƘŀǘ ǿŜ ƘŀŘ ǘƻƭŘ ǘƘŜƳ ǘƻ ŘƻΩΦ  

No doubt including these images in future training 

sessions would be a very useful way of embedding 

better staff practices around the management of 

these types of incidents. 

 

Checking Delivery Discrepancies 

 

An innovative use case offered by another 

respondent related to using the review of recorded 

images to investigate discrepancies in deliveries 

from third-party suppliers. In this example, a 

retailer received direct-to-store deliveries from 

suppliers and where a store manager subsequently 

queried the accuracy of any given delivery, video 

footage was reviewed by the SOC28. It was 

recognised that this was only really possible where 

camera coverage was good enough and the 

discrepancy was of sufficient size to make its 

identification possible, such as missing pallets or 

roll cages, but it was viewed as another use of the 

review capability of both the video system and the 

SOC. 

 

Reviewing Customer Claims 

 

Finally, one respondent described how they used 

video review to ascertain the veracity or not of a 

certain type of customer claim via their online 
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     UTILITY VALUE OF COM-SURϰ FOR THE RETAIL SECTOR 

business. In this example, the retailer had 

positioned cameras over the area where customer 

orders were collated and packaged ready for 

despatch. When a customer made a claim that their 

delivered order was missing several items, these 

images could be reviewed to understand whether 

the claimed missing items had been included when 

the order was originally packed. 

https://www.comsur.biz/Reviewing_the_use_of_vi

deo_technologies_in_retail.pdf   

 

SOME FACTS AND FIGURES 

 

Ava Security retail sector video security trends 

report (March 2021) - a study of 111 high street 

retailers based in the UK, US, Sweden and Norway, 

carried out by Video Security as a Service (VSaaS) 

provider AVA Security 

 

Here are some relevant excerpts from the above 

report (see link at the end of these observations): 

1. Biggest loss prevention gains from the use of 

video monitoring in stores were in shoplifting 

where 58% of retail sector security decision-makers 

recorded significant reductions in losses from 

shoplifting as a result of video security and 9% went 

further to reveal that their video security systems 

had completely eliminated shoplifting. 

2. Over half (54%) confirmed that their video 

systems were significantly reducing theft or fraud 

by staff and contractors. Exactly half reported that 

in-store CCTV systems were significantly reducing 

losses from slip and fall insurance claims and 13% 

confirmed that their video systems had eliminated 

losses from fraudulent slip and fall claims. Nearly 

half (46%) of retailers reported major reductions in 

losses linked to vandalism of property had been 

achieved through the use of video monitoring and 

recording. 

3. One in six retailers (17%) believed that vandalism 

of their property had been completely eliminated 

through the use of CCTV. And 41% recorded that 

ΨŘŀƳŀƎŜ ǘƻ ƎƻƻŘǎ ōȅ ƻǳǊ ǎǘŀŦŦΩ ƘŀŘ ōŜŜƴ ǊŜŘǳŎŜŘ 

significantly through the use of video security. 

4. 39% of retailers reported it takes too long and 

proves too difficult to find relevant video sequences 

having uncovered a loss incident. The next most 

significant factor preventing further loss prevention 

in this study was the poor performance of their 

surveillance cameras in low or no light conditions. 

This was preventing 34% of retailers from reducing 

shrinkage further. 

5. Over a quarter (26%) of retailers admitted that 

ǘƘŜƛǊ ǾƛŘŜƻ ƳƻƴƛǘƻǊƛƴƎ ǎȅǎǘŜƳǎ ŘƻƴΩǘ ǿƻǊƪ ǿŜƭƭ ŦƻǊ 

loss prevention because the cameras that were 

installed on-site were originally put in for a different 

purpose such as remote management of visual 

merchandising or footfall analysis.  

6. Despite the controversy associated with the 

deployment of facial recognition, some 30% of 

retailers have already deployed facial recognition 

analytics at the entrances to staff-only areas to 

enable contactless access control and a further 34% 

plan to do so over the next 12 months.  

7. For the 79% of all retail sector are actively 

considering Video Security as a Service (VSaaS) 

options right now.        

https://www.sourcesecurity.com/companies/ava-

security/news/ava-security-report-reveals-

effectiveness-video-co-1560927467-

ga.1627038952.html  

https://www.avasecurity.com/hubfs/Library/library-

downloads/Video%20library%20assets/Ava%20Reta

il%20Sector%20Video%20Security%20Trends%20R

eport.pdf   

 

Sensormatic Global Shrink Index report (2021) 

 

Here are some relevant excerpts from the above 

report (see link at the end of these observations): 

 

1. USD 99.56 billion is the price of annual global 

retail sales losses due to shrinkage, out of which 
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USD 42.49 billion is lost to shrink in the United 

States alone.  

2. 34.34% of shrink is attributed to shoplifting and 

organized retail crime. 

3. The highest average shrinkage as a proportion of 

sales i.e. 1.98%, is in fashion and accessories. 

4. The proportion of total sales allocated for loss 

prevention is less than 2%.  

https://www.sensormatic.com/landing/shrink-

index-sensormatic 

 

UK Retail Crime Survey (published in 2020) (survey 

carried out from 1st April 2018 to 31st March 2019).  

 

Here are some relevant excerpts from the above 

survey (see link at the end of these observations): 

 

1. Retailers faced 424 violent or abusive incidents 

per day.  

2. Retailers lost 1.5 billion pounds due to crime. 

3. Retailers spent 1.2 billion pounds on crime 

prevention initiatives.  

4. Retailers lost 770 million pounds due to 

customer theft.   

https://brc.org.uk/media/674208/crime-survey-

2020.pdf  

 

ά//¢± L{ bh¢ 9bh¦DI ς WE MAKE IT WORK FOR 

¸h¦έ 

 

While it is not being suggested that optimal usage 

of video surveillance can cure all issues at a retail 

establishment, several issues of the following kind 

can be addressed by doing just a little 'more' with 

respect to making the optimal use of video 

surveillance systems: 

- Recces/suspicious movements /activities 

/shoplifting attempts in the premises  

- Insider job/security lapses 

- Unauthorized/unlawful activities/visitors 

- Customers wearing suspicious/seasonally 

inappropriate clothing, for example heavy coats to 

conceal items  

- Sweet hearting (employees giving away 

ƳŜǊŎƘŀƴŘƛǎŜ ǘƻ ŀ ΨǎǿŜŜǘƘŜŀǊǘΩ ŎǳǎǘƻƳŜǊ όǎǳŎƘ ŀǎ ŀ 

friend, family member or fellow employee) without 

invoicing the same   

- Accidents/Causes of potential accidents 

- Housekeeping issues 

- Fraud/loss/corruption/theft of various kinds 

- Unclaimed/unattended baggage/objects  

- Human rights violations 

- Staff negligence  

- Unruly customers/staff 

- Issues with women customers/staff 

- Compliance issues 

- Health and safety issues. (especially whether all 

due precautions and guidelines are being followed 

to curb the spread of COVID-19 like symptom 

/temperature screening at entrances and exits, 

overcrowding, whether face masks are being used, 

and so on).   

- Customer behavior/shopping preferences 

- Cameras/recorder not working/camera position 

changed 

 

{ƻΣ ǿƘŀǘ ƛǎ ǘƘŜ ΨƳƻǊŜΩ ǘƘŀǘ ƴŜŜŘǎ ǘƻ ōŜ ŘƻƴŜΚ 

 

1) AUDIT CCTV VIDEO FOOTAGE DAILY  

AS A STANDARD OPERATING PROCEDURE 

 

Ψ!ǳŘƛǘƛƴƎΩ means 'seeing' what the cameras 'saw'. 
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     UTILITY VALUE OF COM-SURϰ FOR THE RETAIL SECTOR 

CCTV video footage should be audited daily;  

several times a day if need be. Depending on the 

requirements, auditing of CCTV footage of critical 

cameras on a daily basis must become an 

SOP. Auditing will help relevant stakeholders to 

ΨŘƛǎŎƻǾŜǊΩ ǘƘŜ ϥǳƴƪƴƻǿƴϥΦ !ǳŘƛǘƛƴƎ ŀǎ ŀƴ ŀŎǘƛǾƛǘȅ 

may be manual, it may be post-facto, but it is a very 

dedicated and systematic process, which helps 

address some of the challenges of live monitoring 

(like video blindness, poor attention span, 

boredom, bias, fatigue etc.), as well as the 

challenges related to alert-based systems (how 

often has one faced false alerts, or what is called 

ǘƘŜ ΨŎǊȅ-ǿƻƭŦΩ ŜŦŦŜŎǘύΦ  

 

Auditing is like the fourth eye. It is time to open it for 

an early warning! 

 

Auditing will help discover issues as mentioned 

above as well as in identifying and analyzing threats 

and hazards (THIRA/HIRA) of various kinds.  

Auditing CCTV video footage will also be extremely 

helpful in waste reduction and following the 5S 

philosophy, i.e., sort, set, shine, standardize and 

sustain (all part of Six Sigma practices).   

 

Auditing may also be seen as a debriefing activity, 

where the idea is to evaluate the conduct of the 

personnel of the retail establishment, through the 

minute analysis (against a defined set of rules) of 

video that would have recorded their activities. 

Moreover, in case of an accident/incident, relevant 

authorities can analyze CCTV video footage to 

determine whether implementing or improving 

existing policies, procedures, and processes could 

help reduce the potential for future occurrences.  

 

Further, the concerned officials should be trained 

ǘƻ ōŜŎƻƳŜ ΨCCTV video footage auditorsΩΦ  

With respect to the auditing activity itself, it would 

be advisable to designate the audit team to carry 

out the same in shifts. Additionally, it would be 

recommended to rotate the audit teams from time  

to time in order to avoid the possibility of 

complacency and over-familiarization. Also, with 

daily auditing of CCTV video footage as a standard 

operating procedure, one can quickly identify 

incidents as well as determine their immediate 

causes, their underlying causes, and lastly the root 

cause which led to the incident.   

 

Lastly, continuous auditing as a standard operating 

procedure validates a notable feature of business 

improvement (Kaizen), which is that "big results  

come from many small changes accumulated over 

time". Again, this complements the principles of 

TQM (total quality management) which essentially 

deals with the continuous improvement of 

capabilities, people, processes, and technology 

thereby leading to continuously improving results.  

 

From the above explanations, it can be surmised 

that daily auditing of CCTV footage will deliver far  

more ROI leading to maintaining brand promise.    

 

2) DOCUMENT AUDIT FINDINGS/INCIDENTS 

 

Audit findings/incidents should be documented in a 

standardized template, whether or not the 

findings/incidents are covered by video 

surveillance. Thus, in this manner, documenting 

audit findings /incidents in a standardized template 

greatly helps the relevant authorities to carry out 

incident investigation and analysis in order to find 

out the root cause (RCA) of such incidents and 

prevent the recurrence of the same in the future. 

Further, instead of identifying just a single incident, 

all related incidents can be brought to fore, thereby 

reducing the likelihood of future loss. 

 

Again, based on historical data of such audit 

findings/incidents, 'patterns' should be obtainable 

which would deliver information like what kind of 

incidents are taking place, on what days, what time, 

what location and so on. Based on such data, 

relevant authorities can take better informed 

corrective and preventive action. 
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This would greatly complement the incident 

/accident reporting systems that are followed at 

retail establishments across the world. According to 

industry experts, retail establishments must follow 

a SOP to report the following types of incidents: 

1. Crimes (shoplifting, vandalism, fraud) 

2. Aggressive behavior/Violence (verbal attacks, 

assaults, abuse, burglary, bullying etc.) 

3. Workplace harassment/discrimination 

4. Accidents  

5. Issues due to which liability claims arise 

6. Health and safety issues 

7. Customer issues 

8. Compliance issues 

9. Incidents leading to unsatisfactory customer 

experiences 

10. Facility wear and tear 

11. Observations about positive 

occurrences/activities (for example employees 

handling customers efficiently) as well as best 

practices. 

 

Imagine if all retail establishments reported the 

above incidents in a standardized template.  

The respective authority would be able to derive 

business intelligence from this humungous amount 

of data which will reveal what kind of incidents are 

occurring in which retail establishment at what 

time, which location etc., thereby enabling 

concerned stakeholders to take corrective and 

preventive measures based on historical data.    
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SAMPLE STANDARDIZED TEMPLATE FOR AN AUDIT FINDING/INCIDENT REPORT 

(CAN BE CUSTOMIZED) 
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Reports can be generated from exceptions that are discovered, and tagged during an auditing 

activity. These reports demonstrate the 'health' of things around, allowing stakeholders to take 

corrective and preventive action.   

Above data is for illustrative purposes only 

Incident Count

Recce/Suspicious activity

Insider job/Security lapses

Unauthorised activity

Thefts

Health and Safety issues

Losses

'ECG' - SAMPLE MIS REPORT OBTAINED FROM TAGS 

Above data is for illustrative purposes only 

SAMPLE MIS REPORT OBTAINED FROM AUDIT FINDINGS/INCIDENT REPORTS 
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3) DISPLAY DYNAMIC INFORMATION AT RELEVANT 

PLACES 
 

Document and display details of information that is 

dynamic in nature (see examples below) in relevant 

areas of a retail establishment. Use a standardized 

template as suggested below.  

1. List of officials on duty (who can be contacted in 

case of any emergency/grievance).   

2. List of authorized security personnel deployed at 

the retail establishment. 

3. List of habitual offenders/suspects likely to visit 

ǘƘŜ ǊŜǘŀƛƭ ŜǎǘŀōƭƛǎƘƳŜƴǘΩǎ ǇǊŜƳƛǎŜǎ όŀ Ψ²ŀǘŎƘ ƻǳǘΩ 

list).  

                           SAMPLE GUARD LIST 

 

4) ENSURE DISASTER RECOVERY OF CCTV VIDEO 

FOOTAGE ς [LY9 ! Ψ.[!/Y.h·Ω  

 

CCTV video footage must be stored at multiple 

locations in order to ensure that even if the 

recorder is stolen, destroyed or tampered with, the 

data is never lost. Further, any backed-up data 

must easily be searchable and retrievable; else, it is 

going to be a nightmare finding the relevant video.  

 

AgainΣ ǘƘŜǊŜ ƛǎ ƴƻ ΨǎǘŀƴŘŀǊŘΩ ŀǎ ǘƻ ǘƘŜ ŘǳǊŀǘƛƻƴ ƻŦ 

the backup. Some organizations choose to store the 

video for one month while some have a mandate to 

store for several years. When one needs to refer to 

video beyond these periods, or, finding the relevant 

video clip from a backup of just one month of video 

from hundreds of cameras, it will be an absolute  

needle and haystack story. Hence, it is suggested 

that data that is relevant to any audit finding 

/incident, must be catalogued, tagged, and stored 

as part of an easily searchable institutional library. 

This data can be used by relevant authorities to 

determine if any work policies /practices need to be 

modified. Besides, it can be used for training the 

workforce to reduce the likelihood of similar issues 

in the future.     

 

5) USE A POWERFUL NEW SIGNAGE  

 

See sample on the next page. 

Add or change the CCTV Signage to: 

  

"WE CHECK CCTV VIDEO FOOTAGE EVERYDAY".  

 

One size, one color, one powerful message.  

Across the nation.  

 

DE-CENTRALIZED SURVEILLANCE + CENTRALIZED 

SURVEILLANCE = OPTIMAL RESULTS  

 

Institutions having multiple locations, generally 

struggle with centralized video surveillance. 

Centralized video surveillance entails the streaming 

of live video feeds from multiple locations to a 

central location and setting up a team to monitor 

the same.  

 

However, centralized surveillance has several 

challenges: some of them being the huge amount 

of infrastructure cost, internet bandwidth, video 

blindness/poor attention span/operator bias/poor  

 

Above data is for illustrative purposes 

only 
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situational awareness and so on. Research indicates 

that CCTV operators who watch live CCTV video 

feeds tend to become 45% video blind in 12 

minutes or so, and up to 90% video blind in 22 

minutes or so, i.e., ǘƘŜȅ ŀǊŜ ǳƴŀōƭŜ ǘƻ ƎŀǳƎŜ ΨǿƘŀǘΩǎ 

ƘŀǇǇŜƴƛƴƎΩΦ  

 

From the above, it can be surmised that in order to 

achieve optimal results, de-centralized surveillance 

at each location is also needed along with (if at all) 

centralized surveillance. Further, an added 

advantage of de-centralized surveillance is higher 

accountability at each location, and far more 

chances of discovering exceptions due to better 

situational awareness.   
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A POWERFUL NEW STANDARDIZED CCTV SIGNAGE  

IS THE NEED OF THE HOUR ACROSS A NATION
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THE VALIDATION - ORDER ISSUED BY THE COLLECTOR OF RAIPUR,  

CHHATTISGARH STATE (INDIA) ς DECEMBER 2017 

 

Seemingly based on the above recommendations, the collector (district magistrate) of Raipur in the 

Indian state of Chhattisgarh, issued an order, which is reproduced below. 

https://timesofindia.indiatimes.com/city/raipur/cctv-cameras-monitoring-at-schools-must-

collector/articleshow/62293213.cms 

 

The order directed all schools in Raipur to:  

1. Audit CCTV footage on a daily basis as a standard operating procedure. 

2. Document the details of the audit findings. 

3. Ensure that there is a disaster recovery mechanism in place. 

 

Note: While the above order relates to schools, the philosophy remains the same for all verticals.
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THE SOLUTION - Ψ/ha-{¦wΩ ς ¢I9 ²hw[5Ω{ hb[¸ 

CCTV VIDEO FOOTAGE AUDITING, SMART BACKUP,  

AND STANDARDIZED INTELLIGENT INCIDENT 

REPORTING SOFTWARE ς THE MISSING PIECE OF 

CCTV 

 

CCTV is not enough. It must not remain as 'fit and 

forget'. That is why we built COM-SUR - ǘƘŜ ǿƻǊƭŘΩǎ 

only CCTV video footage auditing, smart backup, and 

standardized intelligent incident reporting software; 

the answer to the three missing pieces of CCTV;  

a force multiplier, a complete workflow.  

The dedicated use of COM-SUR helps cameras to 

deliver on their promises. 

 

The problem of CCTV lies in the first letter itself.  

C = Closed. That is the fact. The information is all 

closed within the footage. COM-SUR is the tool that 

helps to open it up, without any loss of privacy! 

 

COM-SUR enables people to: 

1) ΨAudit' 24 hours of their own CCTV video footage 

in minutes.  

2) Hugely reduces data size, saves and searches 

relevant data for future use (institutional library), 

and offers a cost-effective disaster recovery 

mechanism (seamless integration with OneDrive, 

Google Drive, Dropbox etc.). To know more about 

how COM-SUR reduces the data size, click the link 

below to download a special paper on this topic. 

 

http://www.comsur.biz/CCTV_Video_Data_Size_Red

uction_-_The_COM-SUR_Way_-

_Template_no._3.15.pdf  

 

3) Create standardized intelligent reports in 

PowerPoint /Word/PDF and delivers business 

intelligence (data analytics) from them. 

 

COM-SUR helps people to 'unlock' the information 

that remains 'hidden' in the footage, leading to: 

1. Improvement of homeland security, prevention of 

crime, fraud, and loss, and faster solving of crime.  

2. Threat and Hazard risk identification/mitigation, 

improvement of ops. efficiency, processes, business 

continuity, root cause analysis, good manufacturing 

practices, and total quality management efforts. 

3. Improvement of employee performance,  

customer satisfaction and sales.  

4. Enhancement of compliance (including 

compliance of environment, social, and  

governance issues) and health and safety matters. 

5. Huge reduction of data size and inexpensive  

disaster recovery mechanisms. 

6. Ease of investigation, forensics, debriefing, and 

gaining situational awareness and actionable 

intelligence efficiently. 

7. Standardizing reporting and gaining business 

intelligence. 

8. Immediate and regular corrective and preventive 

action, resulting in continuous improvement  

(think Kaizen).  

 

COM-SUR empowers people to gain new jobs of 

CCTV video footage auditors, and to start new 

businesses of auditing video footage. This will lead 

to 'waking up' the millions of 'eyes' that are 

currently in 'sleep mode'. CCTV, body-worn 

cameras, drones, etc. capture enormous amounts of 

rich visual information. Only auditing of video 

footage as an SOP will help people gain actionable 

intelligence, also in areas that are beyond crime, 

including agriculture, climate, forests, among others. 

 

COM-SUR ς THE FORCE MULTIPLIER 

 

We want people to think of COM-SUR as a tool,  

an enabler, a force-multiplier when it comes to 

working with CCTV cameras. COM-SUR empowers 

people to do things related to surveillance video  
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easily, efficiently, and in a standardized manner.   

 

COM-SUR can be compared to MS Office.  

Office makes it possible for people to write 

documents, create presentations, emails and so on; 

but it ends there. While Office makes the activity 

possible, it cannot think or imagine what needs  

to be written in a document, presentation, or an 

email. People have to do this themselves. 

 

Another case in point is the smart phone, which 

people use to shoot hundreds of photos. Think of 

the first thing that everyone does once photos are 

shot; people swipe their screens to see the results.  

If there are 100 photos, people will swipe 100 times 

to 'see' which photos are good, which are bad, 

which can be shared, and which need to be deleted. 

 

While the smart phone can make it easy to swipe 

and review/analyze/audit the photos, it cannot  

decide the next action for the user. This has to be 

done by the user himself/herself. In conclusion, 

besides the fact that in order to achieve optimal 

results, expectations from any technology must be 

in order, it is our opinion that complex problems do 

not need complex solutions. Technology must assist 

in performing the tasks in an easier and 

standardized way, leading to better decision making, 

which is what COM-SUR does unparallelly. 

 

FREE HOME VERSION 

 

.ŜŎŀǳǎŜ ǿŜ ŀǊŜ ǎƻ ŎƻƴǾƛƴŎŜŘ ǘƘŀǘ Ψ/ha-{¦wΩ ǿƛƭƭ 

bring exceptional value to all users of CCTV  

world-over, we have decided to offer COM-SUR 

(Home version) for free@ to all home users for use 

in/for non-commercial activities. This will be of great 

help for users at homes or housing complexes who 

need to monitor their children/the elderly. 

Generally, most homes and residential buildings 

have about 4 to 16 cameras each, which can be 

easily managed by a single license of COM-SUR 

HOME. 

 

Governments may take advantage of the above,  

and encourage all users to audit their own CCTV 

footage. Incentives may be offered to citizens in the 

form of tax-breaks to do so. 

 

@ Conditions apply. 

         

VIDEO INVESTIGATION BY THE AUDIT TEAMS OF THE 

RETAIL ESTABLISHMENT   

 

Thank you for reading the document so far. If you 

would like to know more about how COM-SUR can 

benefit your internal/external audit teams, please 

click the link below to download a special paper on 

this topic. 

 

http://www.comsur.biz/Whitepaper_-

_Surveillance_Video_Investigation_by_Auditors_-

_made_easy_by_COM-SUR_-

_Template_no._5.16.pdf 

 

SOME RECENT REPORTED INCIDENTS IN THE PUBLIC 

DOMAIN RELATED TO RETAIL ESTABLISHMENTS IN 

INDIA AND ACROSS THE GLOBE 

 

If you would like to know more recent incidents that 

have taken place at retail establishments in India 

and across the globe, please write to us at 

incidents@comsur.biz.   

 

OUR SOCIETAL PURPOSE 

 

.ŜŎŀǳǎŜ ǿŜ ŀǊŜ ǎƻ ŎƻƴǾƛƴŎŜŘ ǘƘŀǘ Ψ/ha-{¦wΩ ǿƛƭƭ 

bring exceptional value to all users of CCTV  

world-over, we have decided to offer COM-SUR 

(Business version) for free* to:       

1) All places of Worship world-over (think of the 

multiple terror attacks at places of Worship across 

the world). 

2) All low-budget government Schools world-over 

(think of the School shoot-outs, to abuse of various 

kinds across the world).  
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3) All Zoos world-over (think about Animal cruelty, 

theft, and so on across the world).  

 

OUR NATIONAL SERVICE 

 

.ŜŎŀǳǎŜ ǿŜ ŀǊŜ ǎƻ ŎƻƴǾƛƴŎŜŘ ǘƘŀǘ Ψ/ha-{¦wΩ ǿƛƭƭ 

bring exceptional value to the police, paramilitary, 

and defence forces of India, we have decided to 

offer COM-SURΩǎ highest version for free* to them 

as our National Service.    

 

*  Software comes for free. Installation and 

commissioning, training, support, consulting etc. is 

to be carried out by relevant COM-SUR certified 

system integrators, which would be a chargeable 

activity by them. Besides, a small administration fee 

to issue the license will apply per install.  

Additional details are available on request. 

 

CONCLUSION 

 

ά¸ƻǳ ǎŜŜΣ ōǳǘ ȅƻǳ Řƻ ƴƻǘ ƻōǎŜǊǾŜέ ƛǎ ŀ ǉǳƻǘŜ ōȅ 

Sherlock Holmes in A Scandal in Bohemia (1891, 

written by Sir Arthur Conan Doyle). COM-SUR makes 

ϥƻōǎŜǊǾŀǘƛƻƴΩ ŦŀǊ ŜŦŦƻǊǘƭŜǎǎ ŀƴŘ ŜŦŦŜŎǘǳŀƭ ƭŜŀŘƛƴƎ ǘƻ 

superior results. 

 

"Cameras don't lie" - but how will you know unless 

you 'see' what the cameras 'saw'?  

 

Make CCTV work for you; the COM-SUR WAY!  

 

Audit CCTV - why suffer?  

 

Get award-winning COM-SUR. Don't wait  

for things to go wrong!  

 

TWO CRISP VIDEOS 

 

How does COM-SUR do what it does        

      

https://www.comsur.biz/working.html 

 

Why we built COM-SUR  

 

https://www.comsur.biz/overview.html 
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